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STILL “BAD”: A CRITIQUE OF THE LATEST
AtrTEMPT TO GUT THE DM CA

by Lee A. Hollaar, Ph.D.

Synopsis: Congressman Rick Boucher’s latest proposal to make significant changes to the Digital
Millennium Copyright Act (DMCA) would make substantial and unwise changes to U.S. copy-
right law based on nonexistent problems, and would put the United States in violation of our
trade treaties, all in order to relieve copyright infringers of legal liability. Its still a bad idea.

In the near-decade since Congress passed the Digital
Millennium Copyright Act (DMCA),' none of the
dire predictions of its opponents have come to pass.?
But that hasn’t stopped Rep. Rick Boucher (D-VA-9)
from introducing bills to address essentially nonex-
istent problems in a way that could undercut hard-
fought trade treaties important to businesses.?

In October 2002, Boucher included his DMCA
attack as an “other purpose” of H.R. 5544, a bill
touted as protecting consumers from rights-pro-
tected CDs that aren’t clearly labeled. He tried the
same thing the next year in the 108th Congress,
getting bill number 107 as a cute play on the sec-
tion of the copyright statute covering fair use (al-
though the bill had little to do with fair use), and
in the 109th Congress, this time getting bill num-
ber 1201, this time as a play on the section of the
DMCA that he tries to repeal by making it a subset
of another section.

This Congress, Boucher has dropped the pretext of
protecting consumers from rights-protected media,
perhaps because he has realized that it hasn’t been
the problem DRM-haters felt it would be.

Boucher has again been able to get his clever bill
number, H.R. 1201, and this year coupled it with
an equally clever title — the “Freedom and Inno-
vation Revitalizing U.S. Entrepreneurship Act of
2007” (or “FAIR USE Act”). But the act has little
to do with “freedom,” “innovation,” “revitalizing
entrepreneurship,” or even “fair use” as tradition-
ally viewed.

StaTUTORY DAMAGES FOR CONSUMERS, NOT
INDUCERS OR CONTRIBUTORS

The first of the bill’s ways of “promoting freedom
and innovation” is found in Sec. 2(a), which re-
mits (a nicer word than blocks) statutory damages
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for those found to have materially contributed to
copyright infringement, actively induced others to
infringe, or have benefited from the infringement
under their control (the three forms of secondary
copyright infringement: contributory, inducement,
and vicarious). This is called a “Statutory Damages
Adjustment.” It certainly doesn’t reward the innova-
tion or entrepreneurship of the people whose copy-
rights are being infringed by the help of, and maybe
the benefit of, those protected by this bill.

This is special-interest legislation of the worst kind,
protecting those who encourage others to infringe
copyrights, while ignoring the real problems with
statutory damages in today’s world. The problem
with statutory damages is not confined to second-
ary infringement, but is a poor fit for every aspect
of “file sharing.” At the time the Copyright Act of
1978 was being enacted, the most likely infringe-
ment, and the one most damaging, was of a small
number of works with a large number of copies.
There was an overhead associated with infringing
each work, such as the setup costs of a printing
run, and the effect of that overhead could be mini-
mized only by producing many infringing copies
of one or a few works.

In contrast, there is little difference to an infringer
between many downloads of a few works and a few
downloads of many works. Today people making
large collections of songs available to the world

is the norm. But the consequences in terms of
statutory damages of these two different models of
infringement is dramatic, because statutory dam-
ages are measured by the number of works that are
infringed, not the number of infringements.’ Statu-
tory damages run from $750 to $30,000 per work,
and up to $150,000 per work if the infringement
is willful. Even if the infringer had no reason to be-
lieve that he or she were infringing, the minimum
statutory damages are $200 per work.°

Even the copyright owners recognize that this is a
problem, and while they may sue someone “sharing”
a thousand or more songs, they only claim infringe-
ment of a couple dozen, lest damages of $750 times
a thousand repulse the courts into finding a way

around such liability.

But the solution is 7ot to give contributors and induc-
ers a free pass and continue the potentially-draconian
penalties for their customers. That would be especially

reprehensible in the case of some “file sharing” sys-
tems that may be tricking users into sharing a vast
number of files,” so that the users’ statutory damage
liability can bankrupt them. Yet this bill would let a
company that deliberately designs and distributes a
system causing that undesired sharing avoid statutory
damages completely.

Rather than take the approach of H.R. 1201,
which protects only a special interest group (and
thus ends their advocating for their customers

who face the same problem because “they’ve got
theirs”), Congress should revisit the statutory dam-
ages provision to make it workable in the era of
people infringing a large number of works a few
times each, while continuing to provide a deterrent
to copyright infringement.

CoDIFYING SUPREME COURT PRECEDENTS

It’s unfortunate that secondary liability was not
codified in the Copyright Act of 1976, but was
rather left to the courts. You are only sure of
whether you are liable if you are “on all fours” with
a Supreme Court decision. All the rest is guessing
from dicta. But, again, this bill doesn’t do the job.
Instead, it codifies only the Somy* exception for sup-
plying a device:

No person shall be liable for copyright infringe-
ment based on the design, manufacture, or
distribution of a hardware device or of a com-
ponent of the device if the device is capable of
substantial, commercially significant nonin-
fringing use.

The copyright statutes provide many exceptions to
infringement.” These include:

* Reproducing by libraries in certain circum-
stances (§108).

* Performing or displaying a work in a class-
room or in a telecourse; a religious assembly;
to benefit an educational, religious, or chari-
table organization if performers or promot-
ers are not being paid; in a public place if
received on a TV or radio like those found in
a home; by a government body or nonprofit
agricultural or horticultural organization at
a fair or exposition; by a store to promote
the sales of the work; in transmissions to the
blind; or by veterans or fraternal organiza-
tions if the public is not invited (§110).
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* Making copies and adaptations of computer
programs to use them on a machine and to
archive them (§117).

* Reproducing and distributing in specialized
formats for the blind or other people with
disabilities (§121).

All of these exceptions have very specific require-
ments (some reading like the tax code), or pertain
only to certain types of works, but because of all
these statutory exceptions (and fair use) in copy-
right law, it is hard to conceive of a hardware device
for playback or reproduction that wouldn’t fall into
at least one of the many exceptions, and therefore
arguably be “capable of a substantial ... noninfring-
ing use.”

And wouldn’t any special interest love to have such
an immunity from liability, regardless of the fore-
seeable consequences of their acts? They can build
a business off the intellectual property of others,
without any consequences. As Justice Kennedy
noted about some “file sharing” systems during the
Grokster oral arguments, what they

want to do is to say that unlawfully expropri-
ated property can be used by the owner of the
instrumentality as part of the startup capital for
his product. ... just from an economic stand-
point and a legal standpoint, that sounds wrong
to me."

Of course that’s wrong, and yet that is what H.R.
1201 would clearly encourage.

If the bill were really trying to codify Supreme
Court precedent, rather than provide a free ride

for manufacturers and distributors, it would also
include liability for inducement of infringement
based on the Supreme Court’s unanimous Grokster
decision.'" As I noted in “Sony Revisited,”* in Sonys
footnote 19 the Court said that Sony was not an
intentional inducer, and so the decision has to be
read as addressing the case where there is no in-
ducement. Grokster addressed the case when there
is inducement. In a memorandum from Justice
O’Connor, the swing vote in Sony, to Justice Black-
mun, at that time writing what was going to be the
Court’s opinion in the case, she noted that the lead-
ing case on secondary liability

seems to indicate that there are two ways to
engage in contributory infringement. First, one

may induce the infringement. Second, one may
materially contribute to the infringement. (Em-
phasis in the original.)

Rep. Boucher ignores the first of these in his pur-
ported attempt to codify Supreme Court decisions.

But since H.R. 1201 couldn’t blatantly say “design-
ers, manufacturers, and distributors shall not have
any secondary liability for copyright infringement
from their intentional conduct,” it may not provide
the easy out from law suits its proponents crave.
Does “distribution” cover product advertising or
support that promotes infringement? In Aémster,
Judge Posner found liability despite the Sony excep-
tion the bill tries to codify because

In explaining how to use the Aimster soft-
ware, the tutorial gives as its on/y examples of
file sharing the sharing of copyrighted music,
including copyrighted music that the record-
ing industry had notified Aimster was being
infringed by Aimster’s users. The tutorial is the
invitation to infringement that the Supreme
Court found was missing in Sony."

The bill’s language most likely will shift a secondary
infringement claim to determining whether some-
thing is distribution or promotion, something that
may not be resolvable at the summary judgment
stage, instead requiring a full (and expensive) trial.

The revitalization of inducement liability by the
Supreme Court rewards virtuous behavior and
punishes acts that encourage infringement by
others, viewed in light of the entire record and

not isolated acts such as design, manufacture, or
distribution. If the company has taken steps to
stop or reduce the infringement of its customers,
that is a strong indication that it is not inducing
infringement. But if H.R. 1201 were viewed as
taking inducement out of secondary liability for
copyright infringement—as its proponents would
like because, after all, why is there a need to codify
Sony after more than three decades if not to cripple
Grokster —we will go back to the actions a unani-
mous Supreme Court clearly condemned.

Ic’s been almost three years since Grokster. There is
little to show that recognizing inducement liability
has had a substantial effect on “freedom,” “innova-
tion,” or “entrepreneurship.” Other than to try to
save some special interests from the consequences
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of their intentional encouragement of copyright
infringement, there is no reason not to codify
inducement liability at the same time as contribu-
tory infringement.

CODIFICATION OF EXEMPTIONS BY THE
LiBRARIAN OF CONGRESS

In Section 3(a) the bill tries another approach to
provide its backers with a liability shield, this time
for circumventing access control systems. It makes
the current six three-year exemptions recently
granted by the Librarian of Congress'* permanent.
But as I previously noted in A Bad Trade," recent
trade treaties such as CAFTA restrict the exemp-
tions that can be made to the anticircumvention
legislation mandated for all parties to those treaties.

It’s not surprising that Rep. Boucher doesn’t mind
creating problems with our trade treaties. After all,
he was against CAFTA when it passed the House
217-215. But that doesn’t explain the ten current
Republican co-sponsors of H.R. 1201 who voted
for CAFTA and yet seem willing to put it in jeop-
ardy with this bill.'®

Even though the other parties to the treaties did not
push for (and probably didnt want) the DMCA
provisions, they would certainly use the United
States’ violation of the provision limiting DMCA
exceptions against us if we were to press for their
compliance of other provisions important to our
industries. CAFTA and our other trade treaties

have sections that specifically benefit electronic
commerce, particularly in digital products. Their
intellectual property sections not only required leg-
islation like the DMCA, but patent cooperation,
trademark protection (including criminal penalties),
dispute resolution for Internet domain names, stop-
ping counterfeit goods, and limited liability for ISPs.
These are things that are important to innovators
and entrepreneurs in the United States, and may be
lost if this bill becomes law.

But even if codification of the current exemptions
didn’t create a problem with the trade treaties, it

is not a good idea to codify them. Looking at the
history of the exemptions, we see that the language
of both the exemptions in the first rulemaking was
refined in the second rulemaking. And in the third
rulemaking, two of the exemptions from the second
rulemaking were revised, one was dropped com-
pletely, and three new ones were added. It should

be clear that the rulemaking was never intended
to be cast in stone (or statute), but to be refined as
knowledge is gained about their effects.

But there is a problem with the current rulemaking
system—it works on a fixed three-year cycle, so it
can't respond promptly to problems. Because the
rulemaking takes about a year, an abuser can misuse
a protection scheme for as long as four years."” It
would be far better if the rulemaking would be on-
going, both to address new problems and to correct
problems with exemptions in force (as we have seen
for most of them).

But WaIT, THERE’S MORE...

Having tried to justify his amendments to the
DMCA by casting them as a simple codification of
the current rules, in Section 3(b) of the bill Rep.
Boucher goes on to add a new subparagraph18
with six more broad exceptions to liability for cir-
cumvention to access, misleadingly called “Exten-
sion to Determinations of Librarian of Congress.”
But unlike the careful work of the Copyright Of-
fice, this bill does not bother to determine if there
is a real problem (rather than just something hypo-
thetical) and narrowly craft an exception to address
only the real problems.

Like the codification of the current rulemaking,
adoping the six new exceptions would most likely
violate trade treaty obligations. And yet, in the
almost-ten-year history of the DMCA, there is no
record of any person held liable for any of the acts
in this section. It hardly seems worth the risk.

The new exceptions are amazingly broad, certainly
much broader than the balanced ones determined
during the Copyright Office rulemaking proceed-
ings. Even the one that tries to look like fair use
(“(v) an act of circumvention that is carried out to
gain access to a work of substantial public interest
solely for purposes of criticism, comment, news re-
porting, scholarship, or research”) ignores the statu-
tory four-factor balancing test. Instead, it quotes
some of the examples that the fair use statute says
are not infringement if the use is fair, none of
which are automatically a fair use. If this bill passes,
we'll likely see lots of copies of movies that include
a “This is really good” comment, claiming that it

is criticism or commentary, to justify breaking the
copy protection scheme.

Another new exception allows circumvention to
put something on a home network. Its only limita-
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tion appears to apply only to things that “prevent
uploading” (whatever that means), not circumvent-
ing the legitimate protection found on a DVD. And
that limitation only applies to protection systems
that only prevent “uploading to the Internet for
mass, indiscriminate redistribution.” Presumably, you
would get to circumvent any scheme that allows up-
loading as long as there is some discrimination in to
whom you send the movies or songs.

Other exceptions go well beyond the fair use of

a work. For example, it gives an absolute right to
circumvent the protection mechanism of DVDs in
order to make a compilation for classroom use. But
that’s needed only for the convenience of the instruc-
tor, who could always play the desired parts of each
movie on a regular DVD player, albeit with some
delay as the scene is queued up. While that might
require the help of a teaching assistant or multiple
DVD players, it is clear that the DVD protection
mechanism does not have to be circumvented to
show movie scenes in a classroom. As one of the lead-
ing copyright courts, the Second Circuit, observed:

We know of no authority for the proposition that
fair use, as protected by the Copyright Act, much
less the Constitution, guarantees copying by the
optimum method or in the identical format of
the original. ... Fair use has never been held to be
a guarantee of access to copyrighted material in
order to copy it by the fair user’s preferred tech-
nique or in the format of the original.”

The new exceptions also confuse purpose and effect.
The purpose of my circumventing a DVD protec-
tion may be to include it in a classroom compilation,
which would be legal under the bill, but doesn’t also

mean that I won’t later “share” it with the world.

ONLY AN ILLUSORY SAFE HARBOR
FOR TRAFFICKERS

But the circumventors given all these new exceptions
from liability will have to be clever enough to do it
all by themselves. Even with all these new carve-outs
gutting who can be found liable for circumvention
of a legitimate protection technique to access copy-
righted material, the bill does not provide the safe
harbor against liability that the manufacturers and
distributors of circumvention devices likely expect if
the bill were to pass.

Sections 1201(a)(2) and (b) state the prohibition
against manufacturing or providing circumvention

technology or services, and neither are affected by

this bill:

No person shall manufacture, import, offer to
the public, provide, or otherwise traffic in any
technology, product, service, device, compo-
nent, or part thereof, that—

(A) is primarily designed or produced for the
purpose of circumventing a technological mea-
sure that effectively controls access to a work
protected under this title;

(B) has only limited commercially significant
purpose or use other than to circumvent a tech-
nological measure that effectively controls ac-
cess to a work protected under this title; or

(C) is marketed by that person or another
acting in concert with that person with that
person’s knowledge for use in circumventing a
technological measure that effectively controls
access to a work protected under this title.

Note that it does not provide any exception for
devices that have legal as well as illegal purposes. As
the Senate noted in its report on the DMCA:

Legislation prohibiting circumvention devices
is not unprecedented. The Copyright Act in
section 1002(c) already protects sound record-
ings and musical works by prohibiting devices
which circumvent any program or circuit that
implements a serial copy management system
or similar system included in digital audio
recording devices and digital audio interface
devices. The Communications Act in section
605(e)(4) prohibits devices that are “primarily
of assistance in the unauthorized decryption of
satellite cable programming.”*

In the case of the DMCA, as well as the two ex-
amples mentioned above, Congress determined
that the harm of trafficking in devices that most
likely would be used for illegal purposes warranted
a complete ban on such devices. But because le-
gitimate devices or computer programs, such as

a debugging program, could possibly be used to
circumvent a protection scheme, Congress required
that circumvention be a primary purpose of the de-
vice or computer program.

AGAIN, Is 1T WORTH IT?
In A Bad Trade, looking at whether it was worth

violating our trade treaties to address problems that
are essentially hypothetical, I concluded that:
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H.R. 1201 should not be the mechanism for
putting the United States in violation of its
trade agreements. If such a far-reaching decision
is to be made, it should be after careful debate
based on an understanding of the anticircum-
vention provisions. It should not happen by the
passage of a misleading bill that repeals the pro-
visions through stealth.

Although that was a different H.R. 1201, the con-
clusion is the same. Changes to the DMCA (and
other copyright provisions, such as statutory dam-
ages and secondary liability) should be made care-
tully, so as not to cause future problems just to give
backers of the bill a free-ride from liability for their
help with copyright infringement.
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